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Abstract:

This thesis contributes to the field of Side-Channel Analysis (SCA) with attacks and countermeasures
for two post-quantum cryptography algorithms and methods for the explainability of deep learning-
based SCA. After an evaluation of making for NTRUEncrypt, the development of chosen-ciphertext
attacks and countermeasures for the HQC cryptosystem are presented. Enhancements for the
occlusion explainability method are developed based on a comprehensive evaluation of the ASCAD
databases.



